Enterprise Protection Risk Management (EPRM)

An automated risk assessment tool used to assess your vulnerability, establish your level of risk, and manage your OPSEC posture. It provides a consistent and technically sound methodology to identify, analyze, quantify, and communicate risk. EPRM will walk you through the assessment process and five step OPSEC process.
1. Analyze threat
a. Provides a detailed, site specific list of threats utilizing information collected, categorized, and characterized by the Defense Intelligence Agency.

2. Identify critical Information
a. Provides user with various types of critical information.
b. User scores information using provided Critical Information Matrix.

3. Analyze vulnerabilities
a. Based on operational and security measures, or countermeasures in place, user can analyze vulnerability by susceptibility to HUMINT, IMINT, MASINT, OSINT, and SIGINT collection.

4. Assess risk
a. Organization’s OPSEC risk can be prioritized by countermeasure weight, threat sources/methods, and types of critical information.

5. Apply countermeasures
a. Provides user with a prioritized list of countermeasures based on their risk mitigating benefits.
b. [bookmark: _GoBack]EPRM models the predicted change in vulnerability and risk based on selected countermeasures.






